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PRESENTATION OBJECTIVES
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Identify the key elements of an emergency management and 

business continuity  program
1

Identify clinical processes for maintaining services in an emergency2

The importance of Emergency Management Automation – Utilizing a centralized 

repository and workflow
3



CMS RECOVERY REQUIREMENTS FOR CONTINGENCY 

PLANNING
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Include contingency planning in emergency plans, such as evacuation triggers in the event essential resources cannot be fulfilled.

Include in your facilities planning and revisions of existing plans, contracts and inventory of supply needs; availability of personal 

protective equipment (PPE); critical care equipment; and transportation options/needs to be prepared for surge events.

Develop an emergency plan that is based on the facility and community-based HVA using an “all-hazards” approach.  Conduct facility-

based risk assessments to take into consideration, among other things, a facility’s patient population and vulnerabilities.

For public health emergencies, such as EIDs or pandemics: consider risk assessments that include the needs of your patient population. 

Planning should include a process to evaluate the facility’s needs based on the specific characteristics of an EID that include:

• Influx in need for PPE - Supply Chain Resiliency Plan

• Considerations for screening patients and visitors; to also include  testing considerations

• Transfers and discharges of patients;

• Home-based healthcare settings;

• Physical Environment, including but not limited to changes needed for distancing, isolation, or capacity/surge



CMS EMERGENCY MANAGEMENT
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The facility should identify within their policies and procedures under what circumstances the facility would invoke procedures 

(e.g., evacuate or shelter), and actions that may vary based on the type of hazard and the procedures should include who would 

initiate the emergency preparedness response

A comprehensive approach to meeting the health and safety needs of a patient population should encompass the elements for 

emergency preparedness planning based on the “all- hazards” definition and specific to the location of the facility. 

The EPP must be in writing –keep documentation and records for at least 2 years. The plan must be reviewed and updated at 

least every 2 years.

As emerging infectious disease outbreaks may affect any facility in any location, a comprehensive emergency preparedness 

program must now include emerging infectious diseases and surge planning per CMS and TJC updated requirements.  

Business Continuity Plans (BCP) or Continuity of Operations Plans (COOP) to include departmental specific resiliency plans

BCP must now take into consideration an all–hazards approach

Incorporation of Succession Planning 



TJC EMERGENCY MANAGEMENT AREAS OF FOCUS
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Environment of Care – EOC Management Plans and annual evaluations

Emergency Management - Hazard Vulnerability Analysis, Emergency Operations Plan (EOP) and documented annual review 

with updates and training and communications plans

Emergency Management drill records and after-action reports

Integrated Emergency Management System risk assessments, plans, and annual review

Continuity of Operations Plan/Business Continuity plans and documentation of completed/attempted contacts with local, state, 

tribal, regional, federal EM officials in organization's service area

Emergency Management protocols for Transplant Services

Infection Control Plans, annual risk assessment and annual program review including assessment-based, prioritized goals

Infection Control surveillance data from the past 12 months

Annual training documentation

Medical Device Preventative Maintenance, Medical Equipment Management Plan and Alternative Equipment Maintenance 

Plans

Most recent culture of safety and quality evaluation data



EMERGENCY MANAGEMENT – STEP BY STEP 
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Review an “All Hazards Approach” for top 10 

hazard vulnerability analysis (HVA) events.

Review demobilization plans for resurgence 

of pandemic procedures.

Audit preparedness plans for simultaneous 

events.

Confirm that memorandum of understandings 

(MOUs) are in place based on the level of 

community engagement / support.

Review after-action reporting procedures to 

include:

• Corrective action plans

• Planning assumptions

• Integrated findings with pre-incident 

assessments and post incident plans 
Confirm Business Continuity Plans (BCP) for all 

relevant departments.

• Validate appropriate testing



EMERGENCY OPERATIONS PLAN - ALL HAZARDS APPROACH
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Review your Emergency Preparedness 

Plans and facility Risk Assessment

Evaluate previous community-based 

disaster preparedness drills

Review and optimize each facilities 

Organizational Matrix

Review your capability to provide 

command center staff augmentation

Supply chain considerations

At risk patients



POLLNG QUESTION NUMBER 1 
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Have you incorporated Lessons Learned from the Pandemic into 

your Emergency Management plans? 

YesA.

NoB.

I Don’t KnowC.



HAZARD VULNERABILITY ANALYSIS – LESSONS LEARNED 

v

Inaccurate risk rankings 

for various events

Incomplete population 

of potential events 

Infectious disease and active shooter 

must be included per CMS regulations.

Start with your top 5 and 

expand to the top 10. 

Dealing with Simultaneous Events

One of the essential areas to audit for EM is the “All Hazards Approach” for top 5-10 (HVA) events. 
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SURGE PLANNING FOR INFECTIOUS DISEASE

Surge Planning Considerations:

Develop policies and procedures to reduce non-

essential healthcare visits and slow surges.

• Instructing patients to use available advice 

lines, patient portals, and/or on-line self-

assessment tools;

• Call options to speak to an office/clinic staff 

and identification of staff to conduct telephonic 

interactions with patients;

• Development of protocols so that staff can 

triage and assess patients quickly;

• Determine algorithms to identify which 

patients can be managed by telephone and 

advised to 

• stay home, and which patients will need to be 

sent for emergency care or come to your 

facility.

Continuity of operations planning considers 

elements such as: essential personnel, essential 

functions, critical resources, vital records and IT 

data protection, alternate facility identification 

and location, and financial resources. 

Pandemic infectious disease can cause severe 

impacts to response and staffing strategies, the 

primary planning goals should consider the 

following:

• Reduce morbidity and mortality

• Minimize disease transmission

• Protect healthcare personnel

Validate the process to engage in collaborative 

planning for an integrated emergency response, 

includes Surge Planning in its integrated 

emergency response 
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CLINICAL CRISIS MANAGEMENT

Reporting and Data Management

• Daily data collection

• HIPAA

• Technology support for patient care

Patient Safety

• Employee wellness

• Review and update policies, procedures, practices

• Establish a monitoring plan

Care Coordination Across the Continuum

• Daily multidisciplinary rounds

• Use of virtual care

• Community services

Clinical Care

• Clinical protocols, triage guidelines, and evidence-based order sets
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ON - SITE SERVICES

Improve Clinical Care

Participate in organizing the separation of patient flows

• Help to design dedicated pandemic ERs, floors, ORs or ICUs. 

Help to switch to tele-consultations.

Provide just-in-time teamwork training (briefs, debriefs, 

huddles, structured communication, situation monitoring, 

mutual support)

• Promote short briefs and huddles to summarize new 

guidelines, new tips for best practice and information on the 

situation to support horizontal and vertical communication and 

help get all team members on the same page. Emphasize 

debriefs, mutual support and structured handoffs 

Develop clinical decision support

• Assist in the rapid discovery, review and development of 

clinical decision supports.

Reduce Harm

Update infection control guidelines

• Help the infection control team update guidelines and liaise with 

human factors and ergonomics (HF/E) and communications 

experts to help communicate and disseminate them.

Organize just-in-time audits of key relevant standards

• Carry out a hand hygiene compliance audit, with feedback to the 

teams, to take place on the onset of the outbreak.

Coordinate risk identification, analysis and management

• Arrange collaborative brainstorming about risks and potential 

failure modes, followed by risk reduction or mitigation solutions. 

Run analyses of vulnerabilities in new and existing services.

Prevent pandemic-associated pressure injuries 

• Spread guidelines and set up training to prevent staff acquiring 

PPE-associated skin lesions. Spread and train on guidelines for 

Pressure Ulcers induced by prone positioning.
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ANCILLARY AND COMMUNITY FACILITIES
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Focus on logistics for your 

facilities surrounding 

community-based resources 

and services

Mitigation and logistics 

surrounding infection 

control 

Ensure training on protocols 

and emergency procedures 

reach all ancillary and 

community-based facilities

01 03

02



STAFFING DURING A CRISIS

01.  Supply and Demand

02.  Regulatory Requirements03.  Resource Management

Sufficient 

Staffing

14



PATIENT SAFETY & PREPARING FOR THE NEXT EMERGENCY
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Community Landscape and 

Organizational Landscape

• Facilities healthcare capacity and availability of healthcare 

workforce 

• Testing capacity

• Vaccination capacity

• Availability of personal protective equipment (PPE)

• Public health capacity and public health workforce 

availability of resources to implement strategies

• Available support from State/local government agencies 

and partner organizations

Real Life Scenarios

CMS requires an all-hazards approach to Emergency 

Management in order to address simultaneous events.

• California Wildfires

• Hurricanes 



POLLING QUESTION NUMBER 2
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Does your organization have a Supply Chain Resiliency Plan? 

Which of the following are considerations to be incorporated in 

the Supply Chain Resiliency Plan?

Review GPO ContractsA.

Secondary VendorsB.

StockpilesC.

All of the AboveD.



SUPPLY CHAIN MANAGEMENT
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01

November 2011

03

September 2015

02

July 2013

04

October 2017

Checklist of Supply 

Chain Resiliency should 

contain a checklist of 

Supply Chain audit 

criteria

FDA Authority & Risk 

Mitigation

Regulatory Oversight / 

Business Continuity

Supply Chain Resiliency



SUPPLY CHAIN RESILIENCY PLAN
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Manufacturers

Role in Supply Chain Key Vulnerabilities

• Create and manufacture medical products.

• Produce disposable and durable products and medications.

• Monitor and respond to shortages.

• Raw materials/product disruption.

• Spike in demand outpaces production.

• Limited number of vendors for needed products.

• Damage to factory/utilities

• Overseas production vulnerability.

Distributors

Role in Supply Chain Key Vulnerabilities

• Responsible for delivering medicines and supplies from manufacturers to 

providers and healthcare facilities

• 92% of prescription drug sales are handled by distributors

• Spikes in customer orders

• Road damage/infrastructure damage

• Product shortages

• Impacts to labor force

High- level overview of the role that manufacturers and distributors play in the supply chain process. Following the manufacturer and 

distributor roles and key vulnerabilities, the following sections provide pre-event, response, and recovery considerations for various 

components of the healthcare supply chain for providers and patients.



CHECKLIST OF SUPPLY CHAIN AUDIT 
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Has a supply chain resiliency plan been developed to address 

supply chain shortages, or have you developed a supply chain 

risk mitigation plan?

Is there an organization level plan for communicating criteria, 

strategies, and timelines for product needs/availability with 

distributors?

Does the supply chain resiliency plan consider staff shortages 

during events that might alter medical supply needs?

Are there Memorandums of Understanding between health care 

coalitions, providers, and other supply chain stakeholders to 

assist in managing expectations of additional supply support 

during an emergency?

Does the hospital have a stockpile of non-medical products that 

would last for at least 90-days in the event of a supply shortage?

Have alternate delivery locations, such as alternate care facilities 

or central warehouses, been identified in the event distributors 

cannot make deliveries to normal delivery locations?

Have providers developed continuity of care plans with care 

teams in the event that transition care to a new or temporary 

facility is required?

Have hazards, vulnerabilities, and threats been identified that 

could significantly disrupt supply delivery or compromise current 

supplies?

Does the hospital contract with a Group Purchasing Organization 

(GPO)?

• If yes, have alternative mechanisms for ordering, receiving, 

and tracking supplies been identified?

Are drug supply shortages addressed in the supply chain 

resiliency plan? 

Has the hospital coordinated with the public sector responders to 

receive information about supply changes and donation 

availability?

Has the hospital anticipated or evaluated current capacity and 

security for receiving and storing 

extra supplies?

Is there a plan in the event of a critical healthcare equipment 

shortage (i.e. ventilators, pacemakers, etc.?



POLLING QUESTION NUMBER 3  
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What Supply Chain area do you think your organization needs to 

focus on?

All of themA.

Supply Chain Planning and Sourcing & ProcurementB.

Logistics and Order ManagementC.

OtherD.



EM, BCM, OR BOTH?

21

Business Continuity Management

Emergency Management

Business continuity management (BCM) and emergency management (EM) are programs that help prepare and protect enterprises from 

threats and the impacts of those threats. Like EM, BCM looks at identifying risk and focuses on how to plan for, and respond to, disruption. 

When you design your BCM program, you must reflect on what is already considered in the EM scope to ensure all aspects of the enterprise 

are considered. 

Corporate Oriented

Business Continuity Plan (BCP) –

Business / Administrative 

Functions

• Crisis Management

• IT Disaster Recovery and IT 

Architecture Capability

• Business Resumption

Regulatory Landscape

An amalgamation of regulatory / 

compliance considerations

• NIST / NFPA / ISO

• TJC / CMS

• COOP / NIMS

Patient Oriented

Nuanced Operational Risk

• Community focus

• Availability and cost of supplies 

and materials

• Communications (numerous 

stakeholder groups)

• Information technology

Supply Chain

Supply Chain – Logistics / 

Transportation / Inventory & 

Asset Management 

• Third-party/ Vendor Risk 

Management (includes 

technology)

• Emergency Operations Plan / 

ES&H

• Site Systems / Equipment



HOW HVAS AND BIAS CAN COMPLEMENT EACH OTHER
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Business Impact Analysis (BIA) — The BIA, a type of risk assessment that 

serves as the foundation of a BCM program, enables organizations to capture 

and effectively measure the potential business impacts of a disruption (i.e., 

operational, reputation, financial, regulatory or compliance impacts). The 

objective of the BIA is to establish recovery priorities for business processes 

and the resources (i.e., technology, workspace, equipment, personnel and 

third parties) on which each of those processes rely.

The combination of the HVA (enterprise and/ or location/ facility-specific) and 

the business process-centric BIA allows for a full understanding of how a 

disruptive event can impact operations and how recovery should be 

prioritized. Together, they inform how a BCP/COOP should be scoped.

RTO / 

RPO Recovery 

Timeframes

Community

Systems

Technological

Business 

Process-

centric

Disaster 

Recovery

Business 

Continuity

Man-

Made

Financial / 

Reputational 

Impacts

Recovery / 

Resumption 

Planning

ERM / 

ORM / 

TPRM

Cyber

HVA

BIA

Environmental
Location-

centric



BUSINESS CONTINUITY PLANNING
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The Center for Medicaid and Medicare (CMS) and The Joint Commission (TJC) require that hospitals have an integrated emergency 

management plan, policies and recovery plans to address an HCO ‘s preparedness capability and healthcare system recovery. BC and 

COOP plans ensure the continuation of essential operations, patient care services and ancillary support 

functions across a wide range of potential emergencies

Consideration for IA to address effective business continuity planning include:

• Examining the performance of activities in the plan and ensure that the business continuity and disaster recovery processes meet organizational 

standards. 

• Ensure Communications plans balance caution with a business-as-usual mindset.

• Examining department BCP’s that address critical services to include Supply Chain, Pharmacy, Laboratory, Human Resources and Financial Services.

• Ensure that all departmental BC plans started with a Business Impact Analysis (BIA) and that the BIA were tested prior to the creation or update of the 

subsequent BCP.

• Lessons Learned from After-Action Plans have been incorporated into BCP’s

• Supply Chain has created a Supply Chain Resiliency Plan that takes into account an all-hazards approach for emergencies and that has identified 

secondary and tertiary vendors.

• Utilize your Memorandums of Understanding with community, state, local authorities and vendors.

• Determine how the event affects budgets and business plans to assess financial and operational risks, including the evaluation of short-term liquidity 

(e.g., terms and conditions on loans and contracts with creditors and investors).

• Consult legal teams for advice on potential liabilities and risk mitigation.

• Make decisions and take actions during the crisis with recovery in mind. 

• Execute revised strategies and continue to monitor the situation.



• Pharmacy

• Lab

• Radiology

• Emergency patient care

• Supply chain

Review and update utilizing business 

impact risk assessments for direct 

care departments:

Hospital Acquired Infections

Falls Management (PPE)

Incorporate Lessons Learned

CLINICAL BUSINESS CONTINUITY 
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EMERGENCY MANAGEMENT – KEY AUDIT AREAS
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• Validate that the planning for recovery activities has occurred as 

early as possible.

• Validate that comprehensive documentation exists for all aspects of 

emergency events. 

• Validate a plan exists for demobilization and replenishment of 

regional supply caches.

• Validate the Business Impact Analysis (BIA) has been developed 

or conducted to address the necessary components of 

departmental business continuity plan updates.

• Review Business Continuity Plans (BCP) are created based on the 

BCP operations strategy plan.

• Confirm that participation in health and social services 

reconstitution/ restoration planning is occurring. 

• Validate that documentation exists for costs, losses, interfacing 

with local, state, and federal partners for recovery reimbursement, 

grants, and other programs.

• Review demobilization plan for inclusion of reoccurring events.

• Validate the process for replenishment and supply stockpile 

amounts. 

• Validate the BIA assumptions have been tested.

• Validate BCPs have been tested. 

Audit Objectives: Audit Steps:

Post-Pandemic Recovery



POLLING QUESTION NUMBER 4
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Does your facility/system use a central repository to store all 

Emergency Management documentation?

YesA.

No (would like to)B.

No (do not plan to)C.

Not SureD.



AUTOMATING THE PROCESS FOR 

EMERGENCY MANAGEMENT, 

BUSINESS CONTINUITY AND MOCK 

TRACERS PROTIVITI DEFENDER 

SOLUTION



LIBRARY

28



EVENTS 
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AUDITS
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CAPS 
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PDSA METHODOLOGY

32



RCA’S 
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5 WHY METHODOLOGY 
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RCA REPORTING
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MOCK TRACERS 
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QUESTIONS
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Organizational  ROI 

of Automation



QUESTIONS
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