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Today’s L a n d s c a p e
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Payer credit c a r d  
proc ess ing fees 

u p w a r d s of 3 - 4%

Organizat ions are looking for Automation

Mergers & 
Acquis it ions

Evolving Models 
for R e imbursement

Multiple Electronic 
S y s t e m s

Fees Incurred 
with P a y m e n t s

C o m p l e x a n d N o n -
s t a n d a r d Payers

Healthcare Complex i ty

M a n a g e m e n t of pa yment  
receipt, posting, a n d  

reconciliation

Payer complexity, 
PLBs, etc.

How to m a k e  
i m a g e s intelligent?

Challenges result in m a n u a l , costly, f r a g m e n t e d a n d inefficient processes, s u c h as:
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Key Trends Influencing Treasury Management in 2024 & Beyond

Treasury M a n a g e m e n t Trends

Rapidly 
Changing Rate 

Environment

Embedded 
Product 

Innovation

Payment 
Rail

Modernization

Accelerat ion of 
Digitization & 
Automat ion

• RPA & O C R across  
Payables & Receivables

• AI & ML appl ied to 
growing d a t a sets

• Digitally Driven Customer 
Experience Expectations 
Impact ing more business 
models

Source: C o m m e r c e Trust C om p a n y , 2022

• Rates have elevated 
historically quick

• Deposits remain at al l -
time highs

• Focusing on c a s h  
conversion cyc le crucial

• API’s a n d other plugins 
allow organizations to 
m a n a g e pa yments a nd  
reconciliation directly 
from their ERP/TMS

• RTP’s are on the horizon 
while s a m e d a y ACH’s 
a n d virtual c a r d s are still 
growing significantly



Liquidity M a n a g e m e n t



Fed Rate C h a n g e s 2022 thru 2023

FOMC Meeting Date Rate C h a n g e ( b p s ) Federal F unds Rate
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2-Year Treasury 10-Year Treasury

Treasury Yields
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Rate Predictions for 2024
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Liquidity Topics to Consider

I m p a c t of h i g h rates  
on borrowing

Fixed vs floating rates

I m p a c t of rates on 
invest ing

Short vs Long Term Options

Investment Policy 
C o n c e r n s

Yield vs Risk Tolerance

I m p a c t of AR D a y s  
a n d AP D a y s

C a s h flow dollars
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Reconci l iat ion Strateg ies



• How often d o you reconcile your bank accounts?

• Do you reconcile your c a s h received to your c a s h posted?

• How m a n u a l is your current reconciliation process?

• Recon i m p a c t to m o n t h - end close timing?

Questions to Ask
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Chal lenges with Traditional Recon Processes

Time 
C o n s u m i n g

Inaccurate 
Reporting

Lack of 
Standardization

Lack of 
Visibility

High Risk & 
C om p l i a n c e  

Issues
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Benefits of Improved Account Reconciliation

Data integration AI-powered matching End to end reconciliation 
management

Exception handling

Improved a c c u r a c y & 
c a s h flow

Fraud prevention C o m p l i a n c e Better decis ion m a k i n g
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Tools for Reconciliation

ERP Capabilities

• Import/export options

• BAI2

15

Third Party Systems

• Trintech

• Crowe

• Others?



Fraud Prevention
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2023 AFP Fraud Study |Key Insights1

In 2022, 65% of
organizations were 
targets of payment
fraud.

29% of financial professionals
report there h a d been a n  
increase in incidents of 
payment fraud last year.

BEC continues to b e the primary
source for attempted or actual
payments fraud at

of organizations
71%

63%
of organizations reported 
incidents of check fraud in 
2022. Checks continued to 
b e the payment methods 
most impacted by fraud.

Accounts Payable departments are 
the most susceptible to Business 
Email Compromise ( B E C ) fraud.

report that their 
Accounts Payable 
department is most 
often vulnerable.

60%

1 2023 AFP® Payments Fraud a n d Control Report

of organizations are most likely to seek
assistance from their banking partners
to receive guidance about the steps to
take to minimize impacts of fraud.

79%
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67% of healthcare  
organizat ions i m p a c t e d

33% more than once

Cybersecurity Will C o n s u m e Major Leadership Attention

61% of leadership 
l a c k s conf idence in 

organizat ional abil ity to 
c o m b a t r a n s o m w a r e

$21 BILLION
Downtime cost to industry

Phishing, outdated software 
patches, unsupported 

software, poorly configured 
Internet a c c e s s

Ransomware Payment Fraud Healthcare Vulnerabilities Leadership Confidence

Business email compromise

is the root cause

61%

of fraud a t t a c k s target
Accounts Payable

13% target Treasury

Growing problem with attacks 
through third-party a p p s and 

APIs to central systems
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Ransomware Attacks
R a n s o m w a r e is most often assoc iated with m a l w a r e des igned to cripple businesses 
by either m a k i n g their c o m p u t e r s y s t e m s u n u s a b l e or by hold ing proprietary, 
sensit ive a n d often private d a t a h o s t a g e until the target p a y s money or “ransom.”

G o v e r n m e n t s worldwide s a w a  
1,885% i n c r e a s e in ransomware 

attacks, a n d the health c a r e  
industry f a c e d a 755% increase  

in 2021 attacks1

Ransomware attacks in North 
Amer ica  rose b y 158% between 
2019 a n d 2020, c o m p a r e d to a  

global  increase of 62%2

The FBI received almost 2,500 
complaints about ransomware 
in 2020, a 20% i n c r e a s e from 

the previous year2

1 2022 SonicWall Cyber Threat Report
2 https://www.pymnts.com/news/security-a n d - risk/2021/treasury-reports-5 9 0 m - in-s u s p e c t e d - r a n s o m w a r e - payments

http://www.pymnts.com/news/security-and-risk/2021/treasury-reports-590m-in-suspected-ransomware-payments


Business Email C o m p r o m i s e

Vendor Impersonation 
Fraud

Employee Emai l  
C o m p r o m i s e

Executive Emai l  
C o m p r o m i s e

11 1High level emai l a c c o u n t is 
c o m p r o m i s e d or spoofed

Low to m i d - level employee emai l is 
c o m p r o m i s e d or spoofed

Criminal impersonates legit vendor 
v ia email, phone, fax, mail

22 2Email a c c o u n t u s e d to send 
fraudulent p a y m e n t instructions to 
2nd employee or f inancial institution; 
“Urgent & Confidential”

Fraudulent invoices sent from 
employee emai l a c c o u n t to 
vendors

Requests u p d a t e to vendor a c c ou n t  
information; a c c o u n t a n d routing 
n u m b e r c h a n g e d to direct future 
p a y m e n t s to fraudulent a c c ount

33 3Funds transferred to a c c ou n t  
controlled b y criminal

Funds transferred to a c c ou n t  
controlled b y criminal

When the next legit invoice is 
received, funds are transferred to 
a c c o u n t controlled b y criminal
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Vendor Impersonation is on the Rise
Vendor Impersonat ion occurs when a business receives a n unsol ic ited request, 
purportedly from a valid vendor, to update the p a y m e n t information for that vendor, 
when in fact it is a fraudster i m p e r s o n a t i n g the vendor.

Monitoring
Fraudster monitors a  
bus iness for publicly 

ava i lab le vendor 
information us ing the 
s a m e tact ics a s BEC

Posturing
Fraudster c o n ta c ts the 
bus iness b y pos ing a s  
the legit imate vendor 
to request u p d a t e s or 

c h a n g e s to the 
p a y m e n t information

Execution
Using fraudulent 

instructions, funds are 
transferred to a n  

a c c o u n t controlled by  
the fraudster

O n the Rise
BEC fraud is b e c o m i n g  
more sophist icated a s  

A C H - related fraud 
trends upward
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Account Takeover
Fraudster Obtains 

Access
Funds 

Transferred
Credentials 

Compromised
Business or 

Consumer Targeted

?

High value account, or 
a c c o u n t that is e a s y to 

a c c e s s

Online profile a c c e s s e d ;  
funds transfer initiated

Tact ics include phishing, 
malware, socia l engineering 

a n d more

Funds sent to mule 
a c c o u n t ( s ) ; very difficult to 

trace or recover

22
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1 2 3 4 5 6

Be suspicious of 
unsol ic ited e m a i l s  

a n d phone calls

Establish dual 
control for online 

money movement

Review transactions 
daily; if possible, 

perform daily 
reconcil iations

Use available account 
protections like ACH 

Risk Manager & 
Positive Pay for

checks

Inform C o m m e r c e  
Bank of any 

suspicious activity 
on your accounts

Confirm vendor 
payment 

instructions with a  
verified contact

Fraud Prevention
Fraud remains on the rise – protect you a n d your c o m p a n y from 
fraudulent activity by proactively following these six tips:

In 2021, 71% of organizations were targets of 
payment scams with checks and wire transfers 
the p a y m e n t methods most impacted by fraud*

* Source: The 2021 AFP® Payments Fraud a n d Control Survey

Business Email Compromise ( B E C ) is a  
primary source of attempted or actual  
payments fraud at 68% of companies*



1 2 3 4

What To Do If You Are A Victim
Four r e c o m m e n d e d follow up actions in the event of suspected fraud:

Notify your financial 
institution

Businesses should notify 
their IT Department

Contact your local FBI 
Field Office

File a complaint with 
ic3.gov

24



Educate and 
train employees

Maintain 
internal controls

Know your 
business partners

Best Practices for Defense
1

2

3

Vet prospective partners
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Separation of duties a n d ongoing cross training

• Keep employees informed of the forms of BEC a n d phishing attempts
• Look carefully for small c h a n g e s in email a d dres s e s that mimic legitimate emai ls ( . c o vs.

.com, a b c - c o m p a n y . c o m vs. a b c _ c o m p a n y . c o m , or hijkl.com vs. hljkl.com.) If you receive 
a n email  that looks suspicious, forward it to IT for review.

• Independently authenticate c h a n g e s in p a ym ent instructions (outs ide of email, using 
number on file)

• Be cautious of requests for secrecy, or pressure to take action quickly
• Do not use the ‘reply’ option when authenticating emai ls for p a ym ent requests. Use the 

‘forward’ option a n d type the correct email a d dres s or select from a known a d dre s s book



Banking Best 
Practices

• If possible, h a ve a dedicated computer for online financial transactions
• Review transactions daily; if possible, d o a daily reconciliation
• Set u p transaction alerts
• Use avai lable account protections

General Internet 
Security

Best Practices for Defense
4

5

• Try to keep computers that transact business in a secure location
• Use the t ime-out function when you are a w a y from your computer that requires a  

password to log b a c k in
• Sign out a n d close your browser after you’re finished with a n online application.
• Install new security p a t che s a s your operating system a n d internet browsers m a k e them 

available
• Do not provide nonpublic business information on social media

26



P a y m e n t s Automat ion



Patient F inancia l Tools
• Patient P a y s Estimated C h a r g e s
• Enrolls in Payment Plan

The Patient J o u r n e y

E x c h a n g e of Funds

Provider

Patient
Patient S e e k s C a r e
• A s s e s se s Potential

Providers
• Schedules Appt.
• Demographics  

captured

Patient Registration
• Insurance & patient identity 

verification
• Pre - Cert & Prior Authorizations
• Out of Pocket Estimation

Patient Presents for C a r e
• Patient m a k e s over the 

counter payment

Patient Receives Statement
• Patient m a k e s p a y m e n t in full
• Patient enrolls in p a y m e n t plan

Patient Selects  
Refund Option
• Refund through 

p a y m e n t on file

C l a i m Submitted 
to Insurance

I n s u r a n ce p a y m e n t  
received & patient 
a c c o u n t reconci led
• Payment & remittance 

reconci led & posted
• Patient Remaining Balance 

or refund Determined 
reconciliation

• Provider bank

Patient Over-Payment 
Determined
• If patient h a s overpaid, a  

refund is issued if no 
payment on file

P R E - S E R V I C E P O I N T - O F - S E R V I C E P O S T - S E R V I C E

Patient 
E n g a g e m e n t  

Platform

28



Major Advancement Opportunity for RCM/Finance Automation

Three f inancia l a u t o m a t i o n drivers:

Substantial Sav ings Potential

$950B
Administrative 

spending

21% attributed to the “financial 
t ransact ion ecosystem” [McKinsey]

C a n s a v e ov er $13 billion if 
h e a l t h c a r e i m p l e m e n t e d full
electronic transactions [ C A Q H ]

Staff ing issues Growing d a t a need 
for analyt ics

Widening g a p between 
cost of a u t o m a t e d & 
m a n u a l transactions

For providers whose p a y m e n t or invoice 
p r oc e sse s were not automated, a v e r a g e DSO 

j u m p e d 17% during the p a n d e m i c
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Payment Automation Questions
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A c c o u n t s Rece ivab le
• C l a i m s & patient billing process?

• C o - Pays a n d p r e - service payment s ?

• Online payment portal?

• Payment plan options?

• AR posting files?

• Payment methods a c c e p t e d ?

A c c o u n t s P a y a b l e
• Where d o invoices c o m e into org?

• Paper v s I m a g e approva l workflow?

• How quickly are p a y m e n t s m a d e ?
o Discounts/Late fees

• Paymen t m e t h o d s u s e d ?

• Patient refund p r o c e s s ?



Benefits of AP Automation
Transitioning from m a n u a l to automated accounts payable c a n  
p lay a vital role in turning your AP department into a profit center.

Create  
AP Process  
Efficiencies

R e d u c e  
C o s t s

Eliminate 
Paper

Increase 
Electronic 
P a y m e n t s

Maximize
Employee
Resources

Earn Revenue 
S h a r e with AP 

C a r d
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Optimize P a y a b l e s
Takes c a r e of your invoices from beginning to e n d b y maximiz ing your 
efficiencies a n d replac ing your m a n u a l AP processes . Invoices are received, 
scanned, approved, paid, a n d reconci led a c c o r d i n g to your rules a n d policies.

RECONCILIATIONINVOICE 
AUTOMATION

INVOICE 
RECEIPT

INVOICE 
APPROVAL

PAYMENT 
EXECUTION

PAYMENT 
DELIVERY
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Providing 
ongoing  
support, 

surveil lance 
& reporting

Creat ing 
ongo ing payer 

p r o g r a m to 
eliminate credit 
c a r d p a y m e n t s

Reviewing
& analyzing 
processes,  
identifying 
inefficiencies

& costs

Implementing 
paper less & 
streamlined 

workflows

Automating 
insurance & 

patient 
p a y m e n t s

Automating 
a g g r e g a t e d  

remittance splitting 
& upload

Enrolling payers  
in electronic 
remittance 
submiss ion

Integrating 
s y s t e m s to 
receive a n d  

transmit 
information

Optimize R e c e iv a b les
Navigating revenue cycle complexities c a n help your organization identify and 
optimize processes, s a v i n g you time a n d money by:
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Quest ions/Open Discussion
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C o m m e r c e Bank is C o m m e r c e H e a l t h c a r e ®

• HEALTH SERVICES FINANCING ( H S F ® ) PATIENT LENDING
• REMITCONNECT®

• VIRTUAL CARD
®
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We don’t just serve the healthcare industry. It’s our specialty.

Partner to 
500+ hospital 

systems
in all 48  

c on t i gu ou s States

$1.7 billion+ in 
patient loans 

funded

$10B+

processed 
annually

on V i s a network

$1B+ in 
commercial loans 

outstanding
a n d over $2B in 

healthcare credit 
commitments

ROI based
solutions

Natural extension 
of our core 

capabilities

National 
Healthcare 

team

Patient Engagement 
Solutions

• Patient Financing
• Online Bill Pay
• Patient Refunds

Treasury Receivables 
Solutions

• Receivables Optimization
• Reconciliation Automation
• Healthcare Lockbox

Accounts Payable 
Solutions

• End to end payment automation
• Virtual C a r d Revenue Share
• Invoice Automation

Banking and 
Investment Services

• Credit support
• D a y s C a s h Investment
• Institutional Trust Services
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Guest Presenter

Sam Werner
Senior Vice President, Treasury Market Manager

Samantha.Werner@CommerceBank.com | 816.234.2940

S a m a n t h a is Senior Vice President a n d Treasury Market Manager. Since joining C o m m e r c e in 2018 her primary focus is working with health 
sys tems a n d insurance companies . She also leads our Treasury Healthcare t e a m who focus on large health sys tems with over $250MM in 
net patient revenue. S a m a n t h a received her BS in Marketing from Southwest Missouri State University. She maintains her Accredited ACH 
Professional ( A A P ) certification a n d Certified Treasury Professional ( C T P ) certification. With 23 years of Treasury Management experience, 
S a m a n t h a offers her clients a wealth of experience in streamlining c a s h flow, improving efficiencies, a n d mitigating fraud.

mailto:Samantha.Werner@CommerceBank.com
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