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Why This Matters Now?

• Healthcare remains a top target for 

ransomware

• Attackers perceive a high willingness to  

pay due to patient impact.

• Increasing dependence on interconnected 

systems 



A Real-World Wake-Up Call

• Change Healthcare Attack

• Group was ALPHV/BlackCat

• Widespread Impact
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The Modern Ransomware Business Model 

• Not always just encryption

• Double/Triple Extortion

• Professionalization of Cybercrime

• Large Ecosystem

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html



How Attacks Actually Start

• Phishing is still widely used

• Credential theft and fatigue attacks

• Third-party/vendor access has grown



Third Parties Can be a Weak Link

• Vendors may lack mature security programs

• Too much trust in compliance

• Limited visibility into vendor environments

• Keeping up with patching and vulnerability releases



Supply Chain attacks 

• These remain something to 

keep an eye on

• Can be opportunistic but 

occasionally targeted





Financial Impact: Direct Costs

• Ransom payments (potential)

• Incident response and forensics

• Legal and regulatory costs

• System restoration





Financial Impact: Indirect Costs

• Lost revenue from downtime

• Delayed billing and claims

• Patient diversion

• Reputational damage



Operational and Cashflow Impacts

• Claims processing interruptions hit liquidity fast

• Downtime Affects care delivery

• Canceled procedures

• Staff productivity decrease



Patient Safety

• Delayed Diagnostics and treatment

• Manual processes could increase error rates

• Essentially, cybersecurity can become a patient safety issue

• Harm from potential leak of PHI



Where do Organizations go wrong

• Overreliance on perimeter defenses

• Poor identity access controls

• Lack of tested incident response plans

• Blind trust in vendors



Cyber Insurance

• Understand your coverage 

• Claim denials

• Rising costs

• Insurance shouldn’t be the only strategy



What Can Be Done?

• Inventory of critical vendors
• Risk tiering
• Continuous monitoring
• Planning and testing
• Network Edge Security
• Update and Patch
• Back Ups



Resilience and Prevention

• You may not be able to stop everything

• How to minimize downtime?

• Recovery speed



Planning

• Downtime tolerance (hours, days?)

• Actual recovery time vs business expectations

• Vendor dependencies

• Incidence cost per day



Investment Tradeoffs

• Prevention vs detection vs response

• Security vs resilience spending

• Look to spend smartly



Summary

• Ransomware is a business risk, not just an IT problem

• Third-party exposure can be a major risk

• Prioritize resilience and prevention



Questions?


